Installing the Spunk Universal Installer for Windows or linux
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Steps

1. The first step is to have a discussion with Splunk Admin before installing anything. Installing the forwarder is a very trivial task but there are factors such as the firewall, governance of the data, data specific indexes, data formatting, etc. that can be worked out ahead of time. This can make the process very smooth with little time and effort. There is also a decision to be made up front whether to send the data to the production environment or to the development environment first. The current Splunk Admin is Doug Henderson.

2. Verify whether you need a 32 or 64 bit version. Have an Splunk admin download the forwarder for you. Start with Doug Henderson.

3. Here are the installation instructions for Splunk on a windows box.

http://docs.splunk.com/Documentation/Forwarder/6.6.0/Forwarder/InstallaWindowsuniversalforwarderfromaninstaller


· The instructions say that you can install under local system or domain account. People generally go with local system.

· You are forwarding to on-premises Splunk Enterprise, not the Cloud

· Under "Customize Options" you will get options for Deployment Server or Receiving Indexer. Choose Receiving indexer. If you are sending data to the Universal Forwarder (gateway to the Cloud instance), enter 128.226.7.155:9997 for the receiving indexer/port. If you are sending the data to the development box, use 128.226.7.155:9997 in this field. Under "Customize Options" you will also get to choose the file (log) that you are monitoring.
 
NOTE – 7.155 is the Splunk BUTTERBROOK development server. host=7.187 is the SPOOKROCK heavy forwarder which is the gateway to the production cloud server.

· You may have to restart the Splunk service. I don't see that in the instructions so that may just be linux.

4. Here are the instructions for the *nix servers – http://docs.splunk.com/Documentation/Forwarder/7.1.2/Forwarder/Installanixuniversalforwarder

· You can use the values from the the “Customize Options” bullet under the windows install.

5. Have an Admin (Doug or Jamie) set up an index in Splunk. You may also want to have them set up new user role and/or users if needed.

6. Once the data is flowing into Splunk we want to update the inputs.conf file by hand to set the index and optionally the sourcetype (impacts formatting), source, and host. The Splunk admin can walk you through this. The vanilla install does the following:

In Linux

/opt/splunkforwarder/etc/system/local/inputs.conf

In Windows

C:\Program Files\SplunkUniversalForwarder\etc\system\local\ inputs.conf – sets host

C:\Program Files\SplunkUniversalForwarder\etc\apps\SplunkUniversalForwarder\local\inputs.conf – forwarding my logs from my desktop

The windows example is split between two inputs.conf file because the install was to monitor certain windows logs as well as custom log that was in a different directory.
Note – best practices: put your inputs.conf entries in the file located in apps\appname\local\inputs.conf. If you put it in etc\system\local\inputs.conf then it will override any other directory.
Note - In linux a forwarder will constantly monitor a file to send it forward. In Windows this does not happen. If you have windows logs that are not rotating logs, use crcSalt = <SOURCE> option. This options tells splunk to monitor all of these files no matter how old the data is and only index newer data.

C:\Program Files\SplunkUniversalForwarder\etc\apps\SplunkUniversalForwarder\local\inputs.conf   crcSalt = <SOURCE>



Below is an example of an inputs.conf file -

Linux -

[default]
host = casidp

[monitor:///var/log/httpd/access_log]
disabled = false
sourcetype = access_combined
index = apache_logs
Windows - 
[default]
host = DHenderW7PC

[monitor:// C:\Users\dhenderson\Downloads\doug-idp-splunk.log]
disabled = false
index = test_shib_log
sourcetype = fwder_test
crcSalt = <SOURCE>

7. After the changes have been made, the forwarder needs to be restarted. This can be done by going to the Splunk forwarder home/bin directory and using the command “Splunk restart”.
